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Abstract 
In the future sensors and sensor systems will take a key role in manufacturing. The trend acquire to more information is unbroken and is 
associated with the terms Industrie 4.0 and smart manufacturing. The current properties of industrial sensors have a very large range. These 
ranges begin by the simple conversion of physical properties, such as temperature, pressure and detection of mechanical movements. 
Furthermore, we find sensors that enable self-calibration, dynamic parameter setting, Ethernet-based communication and self-adaptation due to 
ambient conditions.  
In this paper, the term cyber-physical sensor system (CPSS) will be defined under the requirements of industrial applications of sensors. The 
first step is a general definition of cyber-physical sensor systems. This definition for CPSS respects the higher degree of crosslinking, 
distributed systems, possibilities of embedded systems in the field of automation and respects the current standards. The second step is a 
characterization of sensors depending on their skills. One example is an advanced mechatronic chuck. This chuck is stated as an application 
case for a high level category CPSS that shows the communication skills in the horizontal and vertical integration. 
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1. Introduction 
Measurement and monitoring of processes is done by 
sensors in nearly all areas of industrial manufacturing. The 
assignments extend from the acquisition of process parameters 
in the field of  process engineering and the analysis of 
production in the manufacturing industry [1]. The bases 
therefore are sensors which, for example, convert physical or 
chemical properties into an electrical output signal. Users 
expect a set of features from modern sensors  in terms of 
digital data processing, high reliability, minimal maintenance 
efforts, flexible networking functions and low system costs, 
the latter of high importance. Intelligent sensors, so-called 
"smart sensors", are used to realize these requirements. In the 
future, those sensors are essential parts of intelligent sensor 
systems which provide the complete signal conditioning and 
processing along with the actual quantities measurement. In 
many cases, these sensor systems communicate with parent 
units via standardized interfaces such as I2C, Ethernet, 
Profinet, USB, CAN, RFID and UMTS [2 and 3]. 
In recent years, the demand of intelligent sensors and 
sensor systems for increasing the flexibility and adaptability in 
production processes has been recognized in several research 
projects. As  main enablers for the technical implementation 
and increasing autonomy in production systems modern 
information and communication technologies are essential [4]. 
The potential benefits of sensor systems in production relate in 
particular to automatic identification and data acquisition of 
objects. The transmission and interpretation of sensor 
information, derivation of production decisions and control of 
production processes by tracking production orders can be 
seen as application examples [5]. 
A main enabler for the usage of those industrial 
applications is the effort to realize the fourth industrial 
revolution as well as the digital revolution described by 
Moore's law. Another evidence is the prognostication of future 
performance of embedded systems [6]. The combination of 
these developments results in the possibility of the 
development of novel sensors and sensor systems for the 
production. This paper introduces a definition for the cyber-
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physical sensor systems (CPSS) and discusses it in the context 
of a turning machine in different ways. 
2. State of the art 
Essential elements of a highly automated manufacturing 
and production scheduling are sensors that are optimized for 
different requirements. The following chapters show the state 
of the art in technology and science in the area of sensors, 
smart sensors and cyber-physical systems (CPS). 
2.1. Sensor 
A sensor is a device that detects a physical process or 
electrochemical variables in time and converts it into a unique 
electrical signal [7]. As Figure 1 shows, the sensor system 
includes the sensor element and the signal conditioner. The 
sensor element usually measures non electrical input variables 
and converts them into an electrical output signal. 
The physical size (see formula 1) is the product of a 
numerical value and an unit of measurement [8]. The unit 
gives an interpretable value of a physical value. 
 
Physical size = Value x Unit           (1)  
 
The International System of Units (SI) first defines the 
basic variables and the corresponding base units [9]. By 
multiplying or division of the base units arise the required 
physical quantities. The definition of the unit decides on the 
interpretation about the measured value. It is possible to count 
either from absolute zero or one agreed reference point. The 
best-known example of a different counting and naming is the 
temperature and the unit °C (degrees Celsius) and K (Kelvin). 
In the second part of a sensor the signal conditioner 
converts the analog signal from the sensor element into an 
analog or digital signal. The signal conditioning is usually 
executed by an integrated circuit consisting of amplifiers, 
filters modulator and level converters.  
A measurement with a sensor system of physical quantities 
produced a variation from the true value. The deviation d (see 
formula 2), results from differences caused by measurement 
errors, is the difference between a measured value xi and a 
true value x0. 

݀ ൌ  ୧ െ଴             (2)  
 
Measurement errors can be classified according to their 
cause in the following four basic types [10]: 
 
x the systematic measurement error, 
x the random measurement error, 
x the gross measurement error and 
x the methodological measurement error. 
 
The representation of the different measurement errors are 
not clearly regulated in practice. For this reason, it is often 
difficult to determine the actual measurement error from the 
information of  the data sheet, provided by the sensor 
manufacturer[4]. Usually it is given in a proportion of the 
measured value. 
2.2. Smart sensor 
The term “smart sensor” was used by Brignell [11] for the 
first time in the context of signal processing. Especially in the 
90s there was an active discussion in connection with the 
miniaturization of the measuring system and signal 
processing. Taking the variety of publications into account, 
we are able to define three main categories for smart sensors 
[12]. The first category deals with the miniaturization of 
systems. A second group consideres the process signal and a 
third one regards the integration in higher network systems. 
The last one focuses on system level integration, which allows 
sensor systems to be used as a separate component within a 
higher level system. The main aspect of the IEEE 1451 family 
of standards [13] is the interface description between sensor 
and environment. The key feature of the smart sensor is the 
combination of the sensor element information processing and 
communication technology, which equips the sensors with 
more advanced functionalities than sensing raw data only.  
2.3. Cyber-physical systems 
Cyber-physical systems (CPS) are the main enablers for 
Industrie 4.0 [14]. They consist of embedded systems with the 
ability to communicate, preferably via internet technologies. 
Those special types of embedded systems, based on powerful 
software systems, enable the integration in digital networks 
and create completely new system functionalities. Moreover, 
these systems are part of the cyberspace, because of their 
digital representation. They are more than just an interface 
due to their ability to represent relevant knowledge about the 
physical reality and autonomous computing capacity for 
analysis and interpretation of the data. Dominant for cyber-
physical systems is their possibility to interact with other 
CPSs beyond their system boundaries. These systems are able 
to link the diverse subsystems. Therefore, the solutions must 
be designed for cross-linking [15]. Today, these solutions 
with such networking abilities are not available. Without a 
networking standard the possibilities for cyber-physical 
systems are limited. Cyber-physical systems enable 
completely new system functions and applications in 
manufacturing companies like condition-based maintenance. 
An application example is the integration of new functions, 
which leads to the multi-functionality of the systems [16]. 
Decentralized CPSs collect data from the real applications, 
process them in complex algorithms, transfer the results to 
further embedded systems and to large central computing 
facilities. At in the same way the data is received from high-
performance computer networks, databases or other 
embedded systems. These structures dispose about a great 
flexibility. 
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3. Cyber-physical sensor systems 
3.1. Characterization of sensors 
Sensors have already a key role in manufacturing in terms 
of machine monitoring and control. The wide spectrum of 
usage results in a variety of applications. Independent of the 
application, the following central questions help to 
characterize sensors: 
x Is proprietary software for integration of sensors 
needed? 
x Is there an electronic self-description of skills and is 
an indication of the operational readiness by 
calibration and characteristics of the sensor given? 
x Is it possible to notice internal or external 
disturbances? 
x Can flexibility in the selection of the industrial 
network and the protocol be realized? 
x Is it possible to prepare or integrate other signals 
parallel to the measured values? 
 
Table 1 shows the result of the five basic questions in order 
to characterize sensors. The results based on an extensive 
literature reviewed in special literature and expert interviews. 
This shows that the combination of self-description with 
decentralized creations of information is not completely 
defined. Considering of these conditions, the cyber-physical 
sensor systems (CPSS) is are defined for the following aspects 
and self-description and information [17]. 
Table 1: Characterization of the state of technology for sensors  
(legend: 4 = yes, 2 = undefined, 0 = no) 
 
 
CPSS enable a convenient handling with the properties of 
the sensor system, signal processing and benefit from smart 
sensors. 
3.2. Definition  
Referring to the previous definitions of sensors in chapter 2 
and the results of the central questions, this leads to the 
definition and figures for a cyber-physical sensor system 
(CPSS). 
Cyber-physical sensor systems convert a physically 
measured quantity into digital information, allowing a signal 
process under the influence of external time-variable 
information and by means of an algorithm. In addition, there 
is a communication of one's own abilities, requirements, 
internal data and internal tasks in terms of dissemination to 
the same or higher levels of the hierarchy. 
The CPSS (outer rectangle in Figure 1) is based on the 
concept of CPS as well as on the sensory and continued 
development of smart sensors. With the added skills (dashed 
line in Figure 1), a sensor is extended to a CPSS. This process 
signals and converts it into information. 
 
 
Figure 1: Cyber-physical Sensor Systems 
3.3. Self-awareness 
One important aspect of CPSS is the self-awareness. This 
means the knowledge about the own status and about the 
internal data. A self-aware system may be able to describe this 
awareness to others.  According to [18], a self-description 
system needs a comprehensive knowledge about the own 
dynamic structure and the infrastructure of the total system. 
For this purpose a soft- and hardware interface is able to 
abstract families of sensing devices in a uniform way. The 
next step is the definition of classes of sensing devices based 
on their functional target, e. g. sensing strain, sensing 
temperature, and the establishment of a common substrate for 
each class. Each individual device in a class is able to 
describe itself and its properties, in a similar way due to the 
IEEE 1451 standard Sensors Transducer Electronic Data 
Sheets (TEDS, [19]).  
Figure 2 presents a simplified overview of the self-
description of a CPSS. The description is structured in the 
three elements, basic information, measuring and skills. 
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Each element includes several methods for the description 
of the sensor.  
The id()-, enable()-, data ready()- and location()-methods 
allow the operating system, e.g. a manufacturing execution 
system or a PLC, to get basic information about the sensor. 
The element measuring provides facts about the sensor 
readings. The method resolution() indicates the smallest 
possible variation of the object. Linearity() measures the 
deviation of the characteristic curve of the output signal from 
a straight line. The response time() is the time from the signal 
output to the achievement of maximum signal level. The last 
function, repeatability accuracy(), is the difference of 
measured values of consecutive measurements within a 
certain time. Depending on the CPSS, this basic measurement 
information can be expanded.  
The third category declares the skills of CPSS. The method 
convert() allows raw sensor readings into scientific or 
engineering units. For the conversion, the method calibrate() 
may be used. The calibrate()-method performs a device and 
platform specific calibration, which requires user interaction. 
The interaction about the skills of a CPSS with another 
system in the network allows the correction of the value in 
real time. The methods correction() and correction-factor() 
permit a controlled modification of the measuring value. 
 
 
Figure 2: Overview about the self-description model of CPSS 
Once having this done, other systems can access the self-
description of the sensor and allow an autonomous flow of 
information [20]. The generic self-description of skills and 
characteristics of the sensors are processed by wrappers [21]. 
A wrapper connects a data source to a data integration 
solution and therefore implements a loosely coupled, service-
oriented approach. The main objectives of a wrapper are to 
provide a self-description of the information model beyond 
the data source and a transformation mechanism for the data 
structures. 
3.4. Information 
A sensor is a transducer whose purpose is to sense some 
characteristics of its environment. It detects events or changes 
in quantities and provides a corresponding output, generally 
as an electrical signal.  
The term information is discussed in DIN 44300 [22]. This 
means that information of a physical quantity or a signal 
carrier forms the value sequence to a signaling size. 
According to the signal processing the value profile with e. g. 
mathematical methods can be used to change the signal [17]. 
A CPSS provides the abilities to interpret sensor signals and 
to derive information with the help of mathematical functions.  
4. Applications of cyber-physical sensor systems 
The following use cases, shown in figure 3, for a CPSS are 
based on the intelligent chuck for a turning machine, 
developed in the research project CyProS [23].  
 
 
Figure 3: CPSS for a turning machine 
This intelligent chuck controls and regulates its clamping 
force on the basis of sensor data, directly being measured on 
the clamped part. In the horizontal automation hierarchy, the 
chuck is able to communicate with the PLC. On this basis a 
requirement-ability-comparison between product and chuck 
can be implemented. As a result, set up times can be reduced. 
Furthermore, this self-regulated turning process allows a 
higher product quality and a minimum of component 
violation. In the vertical hierarchy, the intelligent chuck is 
fully integrated into SAP ME (Manufacturing Execution) by 
the use of OPC UA (Object Linking Embedding for Process 
Control Unified Architecture) and Ethernet. Hence, SAP ME 
represents the centralized information platform that enables 
situational control decisions. With the integration of a CPSS, 
a situational production control is more accurate. A service-
oriented sequencer communicates with SAP ME via a web 
service and calculates the ideal order sequence depending on 
the queuing parts and the company-specific, prioritized 
logistic objectives, e. g. low throughput times.  The 
requirement to use these advantages is a robust and reliable 
measuring system. 
Self-description model
Basic information Measuring Skills
convert(): bool
calibrate(): bool
correction(): bool
correction 
factor(): int
linearity(): int
resolution(): int
resonsetime(): int
repeatability 
accuracy(): int
id(): int
enable(): bool
dataready(): bool
location():     
x = double
y = double
z = double
Strain gauge
PLC
Fieldbus
OPC UA
CPSS
Electrical
signal
Turning machine
Intelligent chuck 
Signal and 
information flow
Wrapper
Manufacturing 
Execution
System
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4.1. Example of the potential of CPSS 
The three following use-cases demonstrate the advantage 
of a production system with CPSS. As a result of the self-
description the flexible linkage of signals and data delivers a 
large added value of information. The following examples 
show possible solutions of practical problems with strain 
measuring devices [24]. The basis for the implementation of 
the three use cases is the self-description of the strain gauge 
sensor shown in Figure 4. 
 
 
Figure 4: Example for a self-description of a strain gage 
Use-case 1: Zero point stability 
The zero point stability of a strain gauge measurement 
sensor point depends on numerous influences. The 
temperature, load variations and humidity are main causes of 
instability in strain measuring devices. This means with 
regard to the strain gauge that errors in the measuring signal 
reach a non-acceptable level. With the methods of humidity(), 
correction_temp() and status_chuck() this factors can be taken 
into consideration. The method status_chuck() is informed if 
the chuck is opened and the part is removed. Depending on 
the machine, the humidity cannot be measured directly. One 
indication of respect of the level of humidity is the use of 
lubricants during the process. If the machine operator or CNC 
(computer numerical control) program use lubricants, the 
feedback methode receive a "true" because is assumed to be 
very high humidity. According to the current operation, e.g. 
drilling, reaming or cutting, the feedback method can be 
deduced to a rise in temperature. With this information an 
appropriate point for the measurement or calculation can be 
determined. 
 
Use-case 2: Dynamic linearization 
Strain gauges sensors have a curved characteristic. A linear 
relationship between the interest in non-electric force and the 
output signal is useful. For this reason, curves are linearized. 
This linearizing happens either for a small range with a 
accuracy or for a wide range with a imprecision. This 
characteristic limits the effective measuring range. The 
different processes such as threading, grooving or knurling 
cause large fluctuations in the measurement range. With the 
communication to the PLC, the turning machine and the SAP 
ME system information can be provided due to the expected 
force. The method expected_force() transfers the data to the 
CPSS. With the expected load in the turning process a custom 
linearization of the input signal can be carried out. The result 
is an accurate measured value from the strain gauges. 
 
Use-case 3: Situational production control 
In many cases current systems for production planning and 
control cannot react to the actual situation on the shop-floor. 
The most production planning decisions are based on 
historical data provided by production machines and usually 
inefficient operating data. A CPSS-based production 
environment has the potential to collect state information 
from an intelligent sensor network and to use them it as part 
of the derivation of production decisions. An example is the 
quality control of work pieces with an intelligent chuck shown 
in Figure 5. Currently quality criteria can be applied only in 
an additional workstation. By increasing the transparency 
with an intelligent chuck relevant data, e.g. turning forces, can 
be collected during the turning process. In a potential overrun, 
the processing can be stopped and the next processing steps 
are rescheduled. With the help of this procedure ad-hoc 
situation-based decisions are possible and enable 
manufacturing companies to ensure their production quality. 
 
 
Figure 5: Intelligent chuck 
4.2. Effect on disturbances 
During measuring uncertainties and errors are known 
effects. Through the integration of a CPSS the amount of 
errors can be reduced in several categories. With information 
about the influence factors, it is possible to add a new term to 
the formula (2). 
 
݀஼௉ௌௌ ൌ  ୧ െ ଴ െ ݔ஼௉ௌௌ             (3)  
 
The term xCPSS describes the ability to reduce the 
measurement error. The information from the categories 
measuring and skills (Figure 4) provide a large potential for 
error prevention. Depending on the abilities of the information 
supply, the term enables a dynamic offset value or machine 
learning. This reduces the deviation (dCPSS) from the real 
measured value.  
With a methodical approach it is possible to find out the 
relevant parameters [25]. The influence of these parameters 
can determined e. g. by a neutral network [26]. A possible 
result of this calculation is the term xCPSS . 
Self-description model
Basic information Measuring Skills
humidity(): 
true
correction 
zeropoint(): true
correction(): 
1
correction 
externaltemp(): 54
linearity(): 
0.98
hysteresis(): 
0.1
resonsetime()
: 1
bridge circuit(): 
1
id(): 
143
enable(): 
true
dataready(): 
true
kfactor(): 
3.2
statuschucks():     
false
expectedforce():     
500
qualityevent(): 
true
location(): 
x = 0.56 
y = 0.65 
z = 0.07    
Strain gauge
Chuck 
Chuck jaw 
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5. Conclusion and Outlook 
This paper characterizes the skills of future sensors and 
defines cyber-physical sensor systems. The state of the art 
shows that the issue of measurement error and uncertainty are 
an integral constituent of this research area. The definition of 
CPSS reflects the current possibilities regarding of modern 
embedded systems and functions of a sensors. With the self-
description of these sensors vertical and horizontal integration 
can be preceded.  
The three examples of CPSS show the advantages of 
cyber-physical sensor systems and their capabilities for 
modern manufacturing. These extend from a more accurate 
measurement to the possibility of situational production 
control and decisions. 
The research activities demonstrate the possibilities to 
improve the horizontal and vertical integration of sensors. 
Further research will be done to transfer this system to other 
continuous processes. The integration of the CPSS in an 
Intelligent chuck, followed by the testing an electric gripper 
for robots. So the experience in the field of clamping 
technology can be expanded. Thereafter the application 
extended to machine tools. Here, the performance in the field 
of condition monitoring should be considered for combination 
with machine learning methods. Furthermore the 
standardization of self-description and the communications 
between cyber-physical sensor systems will be addressed. 
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